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Abstract

Digital prediction tools increasingly complement or replace other practices of coping with
an uncertain future. The current COVID-19 pandemic, it seems, is further accelerating
the spread of prediction. The prediction of the pandemic yields a pandemic of prediction.
In this paper, we explore this dynamic, focusing on contagion models and their transmis-
sion back and forth between two domains of society: public health and public safety. We
connect this movement with a fundamental duality in the prevention of contagion risk
concerning the two sides of being-at-risk and being-a-risk. Both in the spread of a disease
and in the spread of criminal behavior, a person at risk can be a risk to others and vice
versa. Based on key examples, from this perspective we observe and interpret a circular
movement in three phases. In the past, contagion models have moved from public health
to public safety, as in the case of the Strategic Subject List used in the policing activity of
the Chicago Police Department. In the present COVID-19 pandemic, the analytic tools
of policing wander to the domain of public health — exemplary of this movementis the co-
operation between the data infrastructure firm Palantir and the UK government’s public
health system NHS. The expectation that in the future the predictive capacities of digital
contact tracing apps might spill over from public health to policing is currently shaping
the development and use of tools such as the Corona-Warn-App in Germany. In all these
cases, the challenge of pandemic governance lies in managing the connections and the ex-
changes between the two areas of public health and public safety while at the same time
keeping the autonomy of each.
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1 Introduction: Predicting Contagion in Pandemic Times

The explosion of forecasting techniques triggered by the COVID-19 outbreak is happening at
a time when a profound transformation of the techniques and the meaning of forecasting is al-
ready underway in various areas of society (Esposito, 2020). The need to manage the pandemic-
related emergency has led to a tremendous acceleration in the development of corresponding
predictive practices, including intense experimentation that could not have been achieved in
less dramatic circumstances.” Against this backdrop, the pandemic can be observed as a gigan-
tic experiment in social prediction.

This essay analyzes this situation from a specific point of view: the role and transformations
of contagion models as forecasting schemes for the spread of a phenomenon. More specifically,
we focus on the interaction and exchange between the study of biological infections in public
health and the field of public safety, where predictive techniques are used to identify the diffu-
sion of criminal activity and intervene before it materializes (Ferguson, 2017; Egbert & Kras-
mann, 2019; Kaufmann et al., 2019).> We connect the relationship between public health and
public safety with a fundamental duality in the prevention of contagion risk, concerning the
two sides of being-at-risk and being-a-risk. A person at risk can be a risk to others — and vice
versa.

In our opinion, this duality as illustrated in section 2, underlines the back and forth move-
ment of analytic tools between the two fields of public health and public safety, both concerned
with contagion risk. The movement is presented and discussed in sections 3 to 5. Our argu-
ment is articulated in three steps, corresponding to three distinct phases in the transfer of con-
tagion models. In the past (section 3), contagion models have moved from public health to
policing. One exemplary case is the Strategic Subject List (SSL) initiated by the Chicago Police
Department in 2013. Through the SSL, the health-based concept of infection-by-association
was translated into the concept of guilt-by-association. In the present of the current COVID-
19 pandemic (section 4), data infrastructure providers such as the Silicon Valley-firm Palantir
are offering their technological tools (e.g. systems for integrating heterogeneous and unstruc-
tured databases) to governments and public health agencies around the world to help predict
the spread of the infection. The expectation thatin the fuzure (section s) the technologies devel-
oped in digital contact tracing apps might spill over from public health to policing is currently

1. The special theme “Viral Data” in Big Data €5 Society (Leszczynski & Zook, 2020) explores the evolution of
big data practices as a consequence of the COVID-19 pandemic. See also Chiusi (2020).

2. On the “dialogue” between health care and predictive policing triggered by the use of big data, see also Cohen
and Graver (2017).
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shaping the development and reception (or refusal) of tools such as the Corona-Warn-App in
Germany.

What can we learn from observing this circular movement from public health to police to
public health — and then presumably back to policing systems? How is the meaning of fore-
casting changing, together with its social acceptance, the techniques used and their diffusion,
the image of companies, and the convergence between different areas? What threats and op-
portunities can be identified? Following up on these questions, in the final section of the paper
we discuss some open issues.

2 Being-a-Risk and Being-at-Risk in Contagion Models

Contagion models, in a broad and rather generic sense, have been applied to quite different
phenomena: from infectious diseases to marketing (Rayport, 1996), from gun violence to the
“viral” diffusion of memes and news on the web (Rushkoft, 1994) — including the cases we
address in our analysis: medical epidemics and the spread of criminal behavior. According
to these models, the “rules of contagion” (Kucharski, 2020) apply when contact with an “in-
fected” person passes a condition on to other people — be it physical contact in presence, vir-
tual proximity on the web, or other forms of influence.> Contagion occurs when the state of
an individual depends on what happens to others.

The eftects of contagion can be undesirable (as in the case of viruses, criminal behavior or
financial panic), but also intended (in phenomena like innovation, advertising or fashion). In
both cases, the spread can take different forms. The curve of the epidemic, Kucharski (2020)
argues, can be shaped like the letter S, when the infection grows and eventually levels off on
a plateau, or like an inverted V, when the line has a peak, after which the numbers tend to
decrease. The diffusion of information through the mass media, for example, can be described
as S-shaped contagion, with an initial knowledge gap that is overcome when the information is
shared by the entire public (Thunberg et al.,, 1982). An epidemic, on the other hand, ought to
be shaped like an inverted V, because infected people recover and no longer present the disease.
Prevention and control measures must take all these variables into account.

The COVID-19 pandemic has brought to the forefront the model of contagion, which
is adopted to describe and possibly control the evolution of the disease (Stark, 2020). In the
current emergency, we are dealing with an undesired contagion, i.e. a condition of 775k referring
to the possibility of becoming ill and/or transmitting the virus. The spread should be avoided,
and measures are being taken to prevent and stop the infection.* We argue that under these
conditions, a fundamental duality of the risk of contagion emerges, concerning the two sides
of being-at-risk and being-a-risk. This duality links the medical management of the epidemic
to activities carried out in the field of public safety.

What do we mean by the distinction being-at-risk / being-a-risk? Although under pandemic
conditions everyone can be affected by the disease, the level of exposure is unevenly distributed

3. The Italian term “influenza” means both influence and flu.

4. The sociology of risk distinguishes a condition of danger (when possible future damage is attributed to ex-
ternal factors) from a condition of risk (when the damage is seen as a consequence of present decisions and
behavior): see Luhmann (1991, ch.1). Even if the pandemic is perceived as a danger, when it comes to pre-
vention — i.e. social management of the consequences of contagion — one inevitably shifts to the side of
risk: what can and must be done today to avoid future damage. This is also the case when a person’s reckless
behavior, taking a risk, becomes a danger to other people involved: their danger is a risk from the viewpoint
of prevention agencies.
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and some people, such as health workers or teachers, are particularly vulnerable to a health-
threatening condition. These are persons at risk, who must be primarily targeted by public
prevention. At the same time, however, their illness is a threat to other people with whom
they have been and will be in contact, who may also become infected in turn: the sick people
become a risk to others. The two manifestations, risk for an individual and risk to others, are
two sides of the same coin and are inevitably coexistent’ — as New York Governor Andrew
Cuomo vehemently argued in his conference on the coronavirus response on July 4: “If I can’t
convince you to show discipline for yourself, then show discipline for other people. [...] You
do not have the right to burden other people with your irresponsibility.”® In this, as in all cases
of contagious, negatively evaluated conditions, a person at risk becomes a risk to others — and
vice versa. A person who is a risk to others can be at risk herself.

In our society, two areas are primarily concerned with contagion risk and its duality: public
health and public safety. They are engaged in managing and limiting the possible damages to
citizens due to illness and criminal behavior respectively. In both cases, to protect health as
well as to protect public safety, it is necessary to combine an activity of care with an activity of
prevention (and prediction). To end up treating the sick is a failure of the public health system,
just as to end up punishing the guilty is a failure of the public safety system (Schefter et al.,
2017). In both cases, in order to protect people, it is necessary to manage the contagion risk by
monitoring people at risk who may be a risk to others.

Faced with contagious diseases, therefore, the service of public health cannot merely treat
those who are sick, but must also supervise those who are not sick in order to manage the risk of
people becoming infected and infecting others. The public safety service in Western societies,
on the other hand, not only has the task of controlling criminals, but also of preventing crimes
from spreading by targeting people who are not criminals (yet) but are at risk of becoming
involved in illegal activities.” Public health is not only health care and public safety is not only
repression — they also strive to prevent damage from occurring through advance intervention
in the conditions that generate it.

Itis not surprising, then, that there is an exchange of tools and techniques between the two
areas.® Both public health and public safety must avoid contagion, for example by predicting
it and intervening before it occurs. We explore this interchange in the next sections of the pa-
per, where we describe the evolution of the mutual relations between public health and public
safety in the past (section 3) and in the present of contagion management (section 4). The in-
terchange becomes more intense in the case of pandemics, when the emergency requires the

5. Although this may be at different levels. Not all persons at risk are an equal risk to others: potentially, a
grocery clerk or a bar attendee can spread the disease more than a person working from home. Prediction
models must take all these dimensions into account.

6. “New York Gov. Cuomo holds news conference on coronavirus response”, Video by The Washington Post
from April 6, 2020 (at approximately 33:00 minutes) https://www.youtube.com/watch?v=_mziwN4{jGo

Since the first half of the Nineteenth century, referring to the theories of Cesare Beccaria and Jeremy Bentham.

8. Sometimes, there is also exchange of information. From the perspective of policing, being at risk of mental
illness might easily turn into being a risk to others. For example, the system RADAR-TE (“rule-based analysis
of potentially destructive offenders to assess the acute risk of Islamist terrorism”) for person-based predictive
policing, used in Germany since summer 2017 (BKA, 2017; Sonka etal., 2020), operationalizes, among others,
the criteria “aspects of a problematic personality” and “diagnosed psychological abnormalities” to determine
the risk of individuals — so called “endangerers” — engaging in future terrorist attacks (Deutscher Bundestag,
2017). Likewise, one of the thematic complexes of the German tool for predicting Islamist radicalization
processes, “Screener Islamism”, refers to the dimension of “personal crisis”, consisting of “despondency” and
“suicidality” (Bockler et al., 2017, p. 500).
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activation of all available resources. This intensification can become a problem if it leads to a
blurring of the border between the areas of public health and public safety, which have differ-
ent purposes, methods and priorities (French & Monahan, 2020; Kitchin, 2020; Gentithes &
Krent, 2020).> Medical intervention should not operate as a policing activity nor be perceived
as such, while policing should not intervene in health care or give the impression of doing so.
The challenge of pandemic governance lies in managing the connections and the exchanges be-
tween the two areas, while at the same time maintaining their respective autonomy. We deal
with this issue in section s.

We explore our argument through three case studies, namely the development of the
Strategic Subject List by the Chicago Police Department, the cooperation between Palantir
and the UK government during the COVID-19 pandemic, and the development and use of
the Corona-Warn-App in Germany. We selected these cases due to their revelatory nature with
regards to our research interest (the role of contagion models as a link between public health
and public safety). In each of the cases, a movement between these two domains becomes
visible and hence available for analysis. At the same time, we suggest that what we can learn
through these revelatory cases is a more general dynamic inherent to the fields of public health
and public safety, which may apply to other contexts and countries as well.

3 Past: From Epidemiology to Predictive Policing

Although the relationship between public safety and public health is growing tighter due to
modern approaches of big data policing and predictive policing, the connection of policing
with health-related practices is not new. From Foucault (1977) onwards, observation of the
medical field has provided useful clues with which to analyze the spread and acceptance of dis-
ciplinary practices and surveillance models — particularly when the matter is not repressing
phenomena already underway but preventing them before they occur or spread (Ewald, 1991).
In fact, the merging of epidemiological and criminological insights — now known as “epidemi-
ological criminology” (Akers & Lanier, 2009; Akers et al., 2013; Reingle Gonzalez, 2015) —
began explicitly several decades ago (Cressey, 1960) and can also be found implicitly in earlier
criminological approaches. The Chicago School of Criminology, for example, active in the first
third of the 20th century, analyzed crime mainly at the community level (Bryant, 2014) and
with reference to the social environment of offenders, thereby sharing some basic assumptions
with epidemiology (Akers & Lanier, 2009, p. 398).

Predictive policing, one of the most heavily discussed police innovations in recent years,
carries this connection of epidemiology and criminology forward. For the purpose of fighting
crime more “efficiently” and “objectively” (Ferguson, 2017, pp. 20-33), predictive policing
uses algorithmic (big) data analysis to discover crime patterns in data from the past. These pat-
terns are then extrapolated into the future, enabling a proactive approach instead of merely
reacting when a wrong has been done (Kaufmann et al., 2019). The production of “opera-
ble predictions” should enable short-term preventive interventions based on crime-related fore-
knowledge about risky places or persons (Egbert & Leese, 2021).%°

9. In terms of sociological systems theory, they refer to different, functionally differentiated subsystems of mod-
ern society: see Luhmann (1997, pp. 743 fF.).

1o. Place-based predictive policing approaches are still more common, but significant developments can already
be observed in person-based predictive policing systems, also known as “predictive profiling” (Lammerant &
de Hert, 2016) or “person-based predictive targeting” (Ferguson, 2017, p. 34).
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One of the forerunners in the field of person-based predictive policing is the Chicago Police
Department, which implemented its Strategic Subject List (SSL) in 2013, decommissioning it
again in October 2019 (Johnson, 2015; Lipari, 2020; O’Malley, 2020). The SSL, renamed
CVRM (Crime and Victimization Risk Model) in January 2019 (Johnson, 2019), is one of the
most prominent examples of person-based predictive targeting. It is especially interesting for
our research interest because its prediction style is clearly inspired by epidemiology and public
health. In what has been described as a “public health approach to crime prevention” (The
Police Foundation, 2019), crime is treated “like an infectious disease” (Brown, 2019). This
implies thinking of violence as being contagious, with violence-related risk-factors conveyed by
persons and/or groups interacting with others, like relatives, friends, or neighbors. In short, the
underlying assumption of this approach to public safety is that “violence spreads like a virus”
(Ferguson, 2017, p. 35). In the SSL/CVRM, the epidemiologically based approach to crime
prediction is combined with social network analysis, predominantly focusing on gang-related
violent crime (Green etal., 2017). Violence, so goes the argument, is transmitted through social
networks following an epidemic-like logic — a process termed “social contagion” (Papachristos
etal., 2015, p. 140).

In concrete terms, the SSL/CVRM — also referred to as the “heat list” — aims at reducing
gun violence by targeting the individuals with the greatest risk of becoming victims or perpe-
trators of gun-related acts of violence. The corresponding scale ranges from zero (extremely
low risk) to soo (extremely high risk). Every individual arrested in the previous four years was
subjected to this assessment (Lipari, 2020, p. 2). The underlying idea in terms of crime pre-
vention was to issue “custom notifications” (by letter or visit) to high-risk persons in order to
inform them about their risky situation, to warn them that the police had an eye on them, and
to convince them that it was in their best interest to behave properly (McCarthy, 2015). These
activities were launched when people had a risk score of 400 or higher, and were accomplished
with the help of community members and service organizations (Hollywood, 2016).

The background to the development and implementation of the SSL/CVRM was the high
level of (suspected) gang crime in Chicago and, in connection with this, a high number of
deaths from gun violence. In a project sponsored by the National Institute of Justice (NIJ,
2011), a team from the Medical Imaging Research Center of the Illinois Institute of Technol-
ogy (II'T) combined their expertise on the algorithmic detection of prostate cancer (II'T, 2019,
p- 4; Artan et al., 2010)"" with results from crime-related social network analysis in order to
develop a person-based predictive policing approach (Kump et al., 2016). These results most
notably build upon studies conducted by Papachristos and colleagues, discussing the social
networks and dynamics of gun-related crime victims and offenders (e.g., Papachristos et al.,
2012; Papachristos et al., 2015; Green et al., 2017). Roughly speaking, these studies argue that
persons whose circle of acquaintances and/or relatives includes victims or perpetrators of gun-
related acts of violence have a higher risk of being involved in such acts as well in the future. As
IIT professor and project leader Miles Wernick puts it: “It’s not just shooting somebody, or
being shot. It has to do with the person’s relationships to other violent people.” (quoted in
Stroud, 2014)

These insights are converted into an algorithm that performs “link analyses” to identify
likely perpetrators and victims of gun violence, and eventually assesses high crime risks for cer-
tain individuals. All in all, six variables are incorporated into the crime assessment: number of

11. Theconnection between these quite disparate research subjects is based on the common technical background
of automatically detecting statistical correlations between elements in large amounts of data — be it pixels in
MRI images or persons in social networks (Faye, 2016, p. 14; II'T, 2019, p. 4).
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times being the victim of a shooting incident; age at the most recent arrest; number of times
being the victim of aggravated battery or assault; number of prior arrests for violent offenses;
trend in recent criminal activity; number of prior arrests for unlawful use of a weapon (John-
son, 2019; Lipari, 2020, p. 2).”* In the calculation, the criteria are also weighted according to
recency — more recent events have a higher value than older ones (Johnson, 2019).

Before this backdrop, the SSL/CVRM can be characterized as an epidemiological approach
to crime prevention on at least three dimensions. First, it follows the public health related ap-
proach to crime fighting of preferring (primary) prevention to reaction (Butchart & Emmett,
2000, pp. §5-6). Second, it focuses on (environmental) risk factors for crime-related behav-
ior (Moore, 1995, pp. 244—245). Third, it treats violence like a contagious disease (Reingle
Gonzalez, 2015, p. 1). As information about an individual’s associates plays a central role in
the prediction algorithm of the SSL/CVRM, its utilization has the potential to materialize
the principle of “guilt by association” (Lum & Isaac, 2016; Zavr$nik, 2017, p. 140), meaning
that a person is suspected of having committed a crime because she interacts with individuals
who have committed crimes before. This reasoning implies a logic of (social) contagion, treat-
ing an individual as a risk because she habitually interacts with (past) oftenders and/or known
high-risk persons. These interactions, the argument goes, have put that person at risk of being
“infected” with a proneness to crime.

To be able to retrace these contagion-like risk dynamics, police departments not only need
access to many different data sources, they must also be able to relate them to each other. There-
fore, one of the technological prerequisites for such a policing approach is a database architec-
ture that allows for quick searches across several police databases as well as external data sources,
such as media reports and social media traces. As we will show in the next section, this maxim of
interconnectedness between databases (“desilosation”) originating in the field of public safety
has moved towards the field of public health in the time of the COVID-19 pandemic.

4 Present: From Surveillance to Public Health Protection

In the current global COVID-19 pandemic, the move of contagion models is reversed: in a
transfer of tools from public safety back to public health, organizations are striving to connect
previously unconnected data points across databases. Following what Fourcade and Healy have
called an “institutional data imperative” (Fourcade & Healy, 2017, p. 8), in most cases organiza-
tions do not integrate different databases with a clear current question but make up the reasons
for such connections and the issues they can be helpful for retrospectively (see Brayne, 2017,
p- 994).

The movement of this logic of data integration from public safety to public health can be
examined by looking at the technology firms that provide such databases and analytic tools.
The most prominent firm is the “data analytics company” Palantir Technologies (Thiel & Mas-
ters, 2014, p. 132). The Silicon Valley firm Palantir was founded in 2004, and since then it
has served customers from the public as well as the private sector (Hardy, 2014; Waldman
et al., 2018; Steinberger, 2020). Palantir offers a range of software products, which allow its
customers to link databases and perform searches and analyses across previously disconnected
sources (Knight & Gekker, 2020, pp. 345-346). In its corporate communication, the firm

12. In the original version of the SSL, the variables “gang affiliation” and “number of previous arrests due to
narcotics offences” were also included, but they were later erased because apparently, they contributed little
to the quality of the forecast (Saunders et al., 2016; II'T, 2019, p. 2).

https://doi.org/10.6092/issn.1971-8853/11470 7


https://doi.org/10.6092/issn.1971-8853/11470

A Pandemic of Prediction Sociologica. V.14 N.3 (2020)

describes itself as being in the business of “data integration”, linking previously unconnected
“silos” of data through a “layer of Palantir on top” (Palantir, 2012; see also Brayne, 2017, p. 994).
Palantir argues that what distinguishes its services from those of other data management firms is
that Palantir is able to link extremely heterogeneous and unstructured types of data, thereby al-
lowing users to discover patterns — including patterns of contagion and risk — in their streams
of information (Egbert, 2019).

Palantir began developing data mining services for police departments in the early 20710s.
In 2012 Palantir approached the Mayor of New Orleans and developed the first test case for
their policing software (Ferguson, 2017, pp. 40—42; Winston, 2018). Competing with other
providers of predictive policing software, Palantir did not await the results of this test case but
forged additional cooperations with other police departments, including the Los Angeles Police
Department (LAPD) (Brayne, 2017). There is only little empirical evidence of how Palantir’s
software works in practice, and which types of data are being associated (Winston, 2018), but
the existing sources — e.g. Brayne (2017) and Egbert (forthcoming) — converge with Palantir’s
corporate communication. In a promotional video that portrays the use of Palantir software
at the LAPD, an officer describes how he and his colleagues were able to make an arrest by
combining databases such as “crime and arrest report information”, “field interview cards” or
“automated license plate reader information” (Palantir, 2013).

At the time of writing, Palantir sells its services to government organizations and private
sector firms around the world. In addition to these directly commercial activities, Palantir
has repeatedly made its services temporarily available to governments and non-profit organi-
zations for free during humanitarian crises, framing these initiatives as acts of corporate philan-
thropism. For example, in one of its corporate videos Palantir states that the firm “is proud to
donate its software and the expertise of its Philanthropic Engineering team to Team Rubicon
[a disaster response non-profit organization] to support both Hurricane Sandy relief efforts
and future missions” (Palantir, 2014). On the one hand, such philanthropic engagements help
the firm develop their positioning as a guardian of US citizens. On the other hand, Palantir has
used philanthropic engagement strategically in the past to introduce their technologies into
public organizations without having to go through the official public procurement process.
This strategy has been well-documented for Palantir’s predictive policing engagement in New
Orleans (Winston, 2018).

In the wake of the global COVID-19 pandemic, Palantir offered a version of the company’s
software “Foundry” to several governments free of cost, including to Austria, Canada, Greece,
Spain and the US (Chapman, 2020). Again, Palantir emphatically stated the philanthropic as-
pect of its engagement in fighting the pandemic and repeatedly underlined its commitment
to ensuring privacy protection, data security, and data governance.”* In March 2020, the UK
government announced that it would develop a new platform to integrate and analyze data
from the UK’s publicly-funded healthcare system (NHS) and other organizations (Gould et
al., 2020). To develop this platform, the government began to cooperate with several tech-
nology firms including Microsoft, Amazon, Google, the predictive analytics startup Faculty,
and Palantir. The UK government justified the need for this new platform by describing new
and interdependent questions that had surfaced during the public health crisis related to the
COVID-19 pandemic:

13. AsRobert Fink, one of the investors of Palantir’s “Foundry” platform, states: “I'm sure I speak on behalf of
every Palantirian when I say how grateful we are for the opportunity to assist our partners in government and
industry as we all fight the pandemic and its effects.” (Fink, 2020)
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To understand and anticipate demand on health and care services, we need a robust
operating picture of the virus, how it’s spreading, where it might spread next and
how that will affect the NHS and social care services. On the supply side, we need
to know where the system is likely to face strain first, be that on ventilators, beds
or staff sickness. (Gould et al., 2020)

In addition to this Palantir-led NHS-platform development, at the time of writing the UK
government is in negotiation with Palantir concerning the utilization of their “Foundry” soft-
ware for an effective contact-tracing tool (Warrell & Neville, 2020).

It is not surprising that in situations of pressing health threats governments will try to cen-
tralize and connect information streams to increase their control (or at least to signal the ability
to control the situation). More remarkable, however, is that the tools to cope with the challenge
of the pandemic are sought in systems aimed at maintaining social order and preventing actions
that threaten it — as in policing."* But in both cases — in public safety efforts to contain the
spread of criminal behavior and in public health measures to control the diffusion of the pan-
demic — the goal is to prevent the contagion acting on people at risk that can become a risk to
others. Similar problems faced by these domains, it seems, are leading to a steady convergence
of their tools.

What is interesting analytically about the events in the UK and in other countries is the way
in which the duality of risk and our two domains of interest figure in the public presentation
of Palantir’s database tools. On the one hand, Palantir makes every effort to describe itself as
a neutral and trustworthy intermediary — offering broad and nonpartisan protection against
the medical risk of virus contagion. For example, it deliberately describes its software product
as a “layer on top” rather than a modification of existing databases. On the other hand, Palantir
also maintains its image as an organization devoted to the needs and interests of governments,
and especially those parts engaged in protection — aiming to ensure public safety against crim-
inal behavior."S The question that will concern researchers, policy-makers and citizens in the
following months is if, and in what way the adoption of technologies of data integration and
analysis provided by Palantir and other firms in the prevention of the epidemic’s spread main-
tains the separation between the areas of public health and public safety. In other words, does
the transmission of technological infrastructures between policing and public health also infect
the latter with the assumptions, values and procedures of the former?

5 Future: The Ambiguity of Digital Contact Tracing

Theissue of the reciprocal links between the field of public health and the field of public safety is
even more acute when one considers the future of the relationship between care and prevention,
together with the corresponding forms of forecasting. The predictive tools in this case have
been developed primarily in the area of health care, yet criticism mainly revolves around their
possible shift into the area of public safety and policing.

14. In the UK, the decision to involve Palantir and other technology firms has triggered a public controversy
regarding the firm’s access to personal data and the question of when and how the firm will need to disentangle
itself from the UK government’s databases (Lewis at al., 2020).

15. Shortly before the global spread of COVID-19, Palantir released two promotional video clips. Both clips
deal with the use of data for military purposes, and both end with the slogan “Protecting the protectors since
2004”.
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In most countries, the spread of COVID-19 has been countered primarily through isola-
tion of people and testing, both of which are very costly in economic and social terms. In several
countries tracing policies have also been developed, i.e. the reconstruction of contacts between
infected people and other people in order to map the possible spread of the virus, warn those
at risk, isolate them, and test them (e.g., Stark, 2020; Sandvik, 2020). Since the epidemic, like
all contagions, circulates primarily through proximity between people, tracing is a promising
action to prevent the spread of the disease, and less costly in social terms than isolation and
testing (e.g., Braun & Spahn, 2020).

However, manual tracing, for example by local health officials, is slow and imprecise be-
cause it is very difficult to reconstruct the contacts of risky individuals for the entire duration
of the 14-days incubation period of COVID-19 (Ferretti et al., 2020): people do not remem-
ber their past encounters, contacts occur inadvertently, or those concerned cannot be traced.
Therefore, several countries have switched to digital contact tracing (DCT), which uses digital
tools (usually mobile phones) to detect and record the proximity between individuals, evalu-
ating infection risks once a person has tested positive (Nature, 2020; Vaughan, 2020; Canca,
2020; Sandvik, 2020; Jahnel et al., 2020). Through such digital tools, tracing should become
faster, cheaper and more accurate. Through DCT it is much easier to identify infection sus-
pects and to contact them if it becomes necessary (Ferretti et al., 2020).

Given these advantages, at first glance it seems incomprehensible that contact tracing apps,
once available, have turned out — from a public health perspective'® — to be basically a flop
(Abboud & Miller, 2020; Rosenbach & Schmergal, 2020; Miiller-Térok & Prosser, 2020).'7
At the time of writing, about 5o national governments have released contact tracing apps, yet
the adoption rates around the world are very low, well below the threshold necessary for effec-
tive tracking (Rivero, 2020; Yee, 2020). Worldwide, presently about 20% of the population
has downloaded the app, which therefore serves very little purpose (Gardner, 2020; Guerrera,
2020).

Sometimes the apps were released too late, but the main reason for this reluctance can be
traced back to the ambiguity between the medical and policing usage of contact tracing apps.
As the heated debate about digital tracing systems shows, controversies and resistance are not
so much about the medical aspect (although it is far from unproblematic) but mainly about
the aspect — or suspicion — of police surveillance (Singer, 2020; Fihrmann & Arzt, 2020).
DCT apps, developed to manage the medical emergency and avoid overburdening hospitals,
are observed and criticized mainly in view of their possible (future) use for the control of peo-
ple in contexts of policing (e.g. Bock et al., 2020; Parker et al., 2020; Jahnel et al., 2020). While
in previous exchanges of forecasting tools between public health and public safety the possible
intermingling between the two areas had gone fundamentally unnoticed, in DCT the prox-
imity between the fields becomes much more evident, focusing attention on possible policing
activity and overshadowing the medical relevance of the tool.

We argue that the broad rejection of the app is linked particularly to this shift of focus,
which also explains the different reaction of the public towards other tracking practices: in
fact, the same citizens who refuse to download the DCT app that can be valuable to protect

16. Fromadatasecurity perspective, for example, the German contract tracing app is conceived as success (e.g. Dix,
2020).

17.  In France, according to Oliver Blazy, a computer science professor at the University of Limoges, “adop-
tion has been derisory and the results are ridiculous. There were more people involved in the creation of
the app than people who have benefited from it.” https://www.ft.com/content/ 25 5 567ds-b7ec- 4fbe-b8ag-
833b3a23f665.
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everyone’s health often have many other tracing tools on their mobile phone, from Fitbit to
Pokémon GO — in addition to various location-based services and the trackers installed all
over the Internet (Crocker et al., 2020; Morrison 2020a). As long as the data are collected by
private companies, however, the impression that they can flow into a surveillance network im-
pinging on citizens’ privacy is less strong — even if countless studies have been warning about
this for some time (most recently Zuboff, 2019). On the other hand, worries arise immediately
if the tracking is attributed to a public body — i.e. if a possible mix between data collection
for medical purposes and policing activity is perceived (Sloane & Fox Cahn, 2020; Morrison,
2020b; Jahnel et al., 2020). To illustrate our claim, in the following pages we present and ana-
lyze the history of the development and spread of the Corona-Warn-App in Germany, which
enables us to observe the social dynamics at stake in more detail.

At the beginning of the pandemic, the main political mantra in Germany to inhibit the
spread of COVID-19 was minimizing physical interaction with others, that is, staying home
as much as possible, reducing physical encounters with others to a minimum: “The aim is to
slow down the virus on its way through Germany. And in doing so, we have to rely on one
thing, which is existential: to shut down public life as much as possible” (Merkel, 2020). Over
time, however, a growing desire to fine-tune this regulation emerged, completely restricting
social interaction only for those people who are a risk to others or who are particularly at risk
(e.g. Kekulé, 2020; Otto, 2020). To achieve this balance between isolation and social interac-
tion, the German government commissioned the development of a contact tracing app. By
tracing the movements of smartphone users and integrating infection-related information, the
aim of the tool was to make it possible to identify individuals who had been in direct con-
tact with infected persons, in order to test, treat and/or quarantine them in a timely manner
(e.g. Braun & Spahn, 2020; Jahnel et al., 2020).

The German government initially supported a software architecture in which individual
contact data and data about COVID-19 infections were matched on a central server. This
commitment was strongly criticized by technologists and civil society groups (for example in an
open letter: FIfF, 2020), who favored a decentralized solution. These groups identified several
types of risks associated with different types of “attackers”, such as suppliers, programmers,
private firms, political decision makers, or state authorities (Bock et al., 2020).

In mid-April 2020, the German government announced its support to the multi-
stakeholder initiative PEPP-PT (Pan-European Privacy-Preserving Proximity Tracing),'®
which started to develop a technological infrastructure to be used for different European
contact tracing apps (Bundesregierung, 2020). Shortly afterwards, the German government
revised its initial option for a centralized architecture and commissioned the technology firms
SAP and Deutsche Telekom for the development of a German contact tracing app based on a
decentralized concept. Most influential for this decision was apparently the announcements
of Google and Apple that the technical specifications of the operating systems on their
smartphones would only allow decentralized contact tracing (e.g. Buermeyer, 2020; Nicas &
Wakabayashi, 2020; Dix, 2020). At a similar point in time, a privacy-preserving (PP) design
was opted for by many other European nations as well, such as Austria, Latvia, Estonia,
Finland and Ireland (Criddle & Kelion, 2020).

The controversy around the Corona-Warn-App in Germany discloses, first of all, a sig-
nificant aspect of the general debate about DCT apps: it was rarely debated whether these
tools would make accurate predictions to combat the spread of the virus. This is surprising, as

18.  See https://www.pepp-pt.org/
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the question of medical effectiveness remains open (Jahnel et al., 2020; Gardner, 2020). The
adopted protocol uses Bluetooth Low Energy to track and log encounters among people with-
out enabling governments to know who has infected whom and where the individuals have
been. However, it is not certain that Bluetooth signals can detect proximity with the necessary
accuracy (6-feet) (Laaff, 2020).

The app needs to avoid both false positives, which would produce an unjustified alarm,
and false negatives, which would question the reliability of the technology and make the whole
effort ineffective (Jahnel et al., 2020). But Bluetooth signals can travel through physical bound-
aries and send a (false positive) notification to people who were separated by walls or were sit-
ting in nearby cars stopped in traffic jams — or were wearing protective equipment (e.g. Howell
O’Neill, 2020; Laaff, 2020). At the same time, the system does not send signals when a person
further than six feet away coughs or sneezes, or when the carrier stays in a closed environment
for along time — the result: false negatives yielding a misdirected sense of safety (e.g. Fussell &
Knight, 2020).

The biggest risk for the effectiveness of the app, however, is statistical: if the device is not
adopted by a sufficient number of individuals*® or if the phone or the Bluetooth is turned off,
the protection does not work (e.g., Miller-Torok & Prosser, 2020). This is what is currently
happening — due to considerations that are not based on any lack of confidence in the medical
effectiveness of contagion prevention, but instead on doubts about the future use of the apps
for police surveillance (Jahnel et al., 2020). For the app to work effectively, it is also necessary
for individuals tested positive to give their permission to be entered into the system, activating
the process that leads to reporting the risk of infection to people who have been in contact with
them. In many cases, users refuse permission, presumably due to data privacy concerns (Boeri
& Perotti, 2020).>° Above all, moreover, a massive health support system is needed to coor-
dinate post-reporting activities: contact with doctors, booking tests, organization of isolation,
and many other issues that require major investment and political decisions (Luna, 2020).

Itis far from obvious, therefore, that DCT is effective in protecting from the virus. Critics
of the Corona-Warn-App, however, do not fear primarily that the tool might not work well, but
rather that it could work z00 well, according to the interests of domains other than public health
(e.g. Bocketal., 2020; FIfF, 2020). Recent news reported that Bavarian police officers, in at least
two cases, confiscated COVID-19-related guest lists from restaurants for their investigations
(Fuchs, 2020)*" — with the responsible minister of the interior seeing no problem with this:
“Our citizens rightly expect the police to do everything legally possible to protect and solve
crimes. In this respect, I do not understand the criticism.” (Herrmann as cited in Osel, 2020).
Police forces in Hamburg (Meyer, 2020), Bremen (Randt, 2020), Rhineland-Palatinate (Zahn
& Ludwig, 2020) and Hesse (Bebenburg, 2020) are also confronted with accusations of having
illegally used guest lists from local restaurants for investigation purposes (see also Fihrmann &
Arzt, 2020).

19. Medical indications are controversial and range from 60% to 15% — in any case, percentages higher than the
current numbers regarding app adoption.

20. In Germany, 57% of the users gave the authorization (RKI, 2020b), compared to a much smaller number in
Italy (Boeri & Perotti, 2020) — one of the differences on which the lower effectiveness of tracing in Italy seems

to depend.

21.  According to the Corona Protection Ordinance, restaurants are required to keep guest lists — including con-
tact details — in order to enable effective contact tracing (e.g. Suliak, 2020). The utilization of pandemic-
related data by the police has also been discussed in other international examples: see, for example, Morrison
(2020b) on the alarm raised by the Minnesota Department of Public Safety declaring that law enforcement
was using contact tracing on arrested protesters.
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In Germany as elsewhere, the protection of privacy has been the focus of attention and de-
bate from the outset. The possibility of location tracing via GPS was immediately discarded
in favor of proximity tracing systems adopting decentralized protocols, in which the central
reporting server never has access to contact logs and is not responsible for processing infor-
mation (Beerheide & Kriiger-Brand, 2020). Again, to protect privacy, data are stored in the
user’s device, encrypted with anonymized keys changing every 15 minutes, and encounters are
recorded in anonymized format (RKI, 2020a). But above all, the entire program is voluntary.
The option to make the download of the DCT app mandatory has always been fiercely rejected
by all governments, to the point where the voluntary nature of the tool can be observed as a
real dogma in public debate (Dachwitz, 2020; Miiller, 2020; Neuerer, 2020; Dix, 2020). As
Canca (2020) argues, however, population-wide mandatory use of privacy-preserving DCT
apps could be considerably more efficient than the current solutions — but apparently cannot
be taken into account seriously (see also Parker et al., 2020).

The proximity to and possible intermingling with the field of public safety has deeply af-
fected the observation and development of tools to deal with the pandemic in the medical field,
even discarding some structural differences between the two sectors. The most evident is the
form of the contagion. As we have seen above, contagion curves can be S-shaped, with a plateau
and the permanence of the “viral” condition, or be shaped as an inverted V, when people heal
and the infection is reduced and eventually disappears. Epidemics have the second form: the
disease transmitted by a virus like COVID-19 should progressively disappear from the popula-
tion. Public safety surveillance, on the other hand, deals with infections with an S form, since
there is no reason to think that the spread of criminal behavior, once set in motion, will tend
to recede.

One of the most widespread concerns regarding the adoption of DCT apps is the fear that
tracking, once adopted, will be maintained even after the end of the medical emergency, con-
firming a trend of policing measures in many cases (Bock et al., 2020; Morrison, 2020a; Parker
et al., 2020).** By promising an expiration date for their apps, Apple and Google have ad-
dressed a chief concern for privacy advocates. But the permanence of surveillance would only
make sense for crime prevention in the field of public safety, not for the protection against
the virus in the medical field. The debate around DTC, apparently centered on medical care,
revolves around the risks of an S-shaped contagion, referring to policing issues instead.

These issues — among others — have shaped the adoption and use of the Corona-Warn-
App in Germany. At the time of writing, around 22% of the German population have down-
loaded the app, with no information available on its actual use (RKI, 2020b; Jahnel etal., 2020).
The proximity to and possible future intermingling with public safety has deeply aftected the
development and observation of prediction tools to deal with the pandemic in the field of pub-
lic health. Worries about police surveillance supersede the debate about the possible advantages
of medical surveillance.

6 Conclusions

The pandemic of prediction has remarkable features. Rather than an epicenter from which
contagion predictions spread through society, we observe a circular movement of predictive
tools between two domains of society: public health and public safety (see Table 1). This ex-

22. For example, measures such as those included in the USA PATRIOT Act in the aftermath of 9/11, which has
been continuously renewed several times in the last years (Sloane & Fox Cahn, 2020).
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change dynamic leads to a number of consequences for the areas involved, as well as for the
evolution of prediction practices in the digital society.

Phase Element of Direction of Movement Exemplary Case
Prediction
Past Epidemic models From public health Strategic Subject List

to public safety

Present Analytic From public safety Palantir and NHS
infrastructures to public health

Future | Digital contact tracing From public health Corona-Warn-App
to public safety?

Table 1: Three waves in the movement of prediction tools

In general, the pandemic hasled to a huge spread of digital tools and related skills, due to the
lockdown and the transfer of many practices to online channels. This digital traffic produces
a huge amount of data and metadata, which can also be collected and used for purposes that
have nothing to do with the medical emergency. In this context, the urgency of risk prevention
has generated previously unthinkable forecasting possibilities, aimed primarily at the medical
field. Given the intrinsic connection between being-at-risk and being-a-risk, however, medical
forecasting indirectly produces unprecedented possibilities of criminal forecasting, while law
enforcement surveillance tools can help to control the spread of contagion. The circuit of ex-
change of predictive tools between the spheres of public health and public safety is evidence of
their affinity and of possible intermingling.

Beyond the technical issues, the circulation of the tools that we have illustrated in the previ-
ous pages highlights complex dynamics of legitimation and delegitimation. On the one hand,
controversial companies such as Palantir take advantage of the urgency of the emergency to try
to frame their activities as being in the public interest — a legitimation that could persist even
outside the field of health care. On the other hand, however, the widespread distrust of po-
lice control tends to extend to all digital surveillance practices — also to Decentralized Privacy-
Preserving Proximity Tracing tools in the field of heath care, which cryptographers and security
experts do not consider more dangerous than many other devices used every day (Greenberg,
2020). The suspicion of police surveillance is so widespread that it hinders app downloads,
jeopardizing the eftectiveness of medical surveillance. Both effects have obvious disadvantages.
A clear separation between areas, accesses and expertise, enabling a more balanced and trans-
parent risk assessment,* should be one of the priorities of post-emergency regulation — with
special reference to predictive technologies.

23. For a recent discussion between the complicated relationships between transparency and accountability, see
Heimstidt & Dobusch (2020).
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